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Masterclass in Software Quality Assurance

| From Zero to Mastery: The Feynman Approach to SQA

Professor's Note

rAE Rt RE » AR - 5 (Quality is built in, not tested in.)
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Software Quality
Meeting specified requirements and customer expectations

mIETRE R REERH
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— Pillar 1: Software Functional Quality Pillar 2: Software Structural Quality
(BRBEThREMRE) | (BRiEENmE)
— \L . | — ; —_—
Definition: Does the software Definition: Is the software built
do what it's supposed to do? well behind the scenes?
(ﬁﬁ%ﬁﬁ‘lﬂﬁﬁﬁﬁ ?) RIBRFERIEEE T SIEINAEE
: =X?)
M| 11 | | 11
/| \/ i /) \ i,
Focus: User needs, evaluated Focus: Inner structure, code
via Testing (RI). architecture, adherence to
sound principles.
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| [Exam Focus]
i Software Quality refers to
both Functional Quality

| and Structural Quality.
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Quality Assurance (QA - g & {R5&) vs. Quality Control (QC - &ﬁﬁéﬁu)

Quality Assurance (QA - faE {R:E)

B

Focus: Process-oriented

(FA2EF ).

| Goal: Prevention (FaR;$L:2),
RERIERMRE AT RE,

!

Timing: Throughout the
development process

(REFEEER 35EE)o

-

—>

Quality Control (QC - SaE#EH)

=
ey

L]
[ Focus: Product-oriented [
u EREH).

!
| Goal: Detection (KIsE:),

Timing: Evaluating a
developed product

(??fEEEﬁﬁB’JEnn)u

N [Exam Focus]

N

QA = Process/Prevention.
) QC = Product/Detection.

/]

I

&1 NotebookLM



] I I I

Feynman Conceptual Analogy:
QA (Quality Assurance - S E{R:8)

™ —

Zero-Defect Design

e — f—— e

41 o INFARIRAREREHE IR » TR TRrTRE) RIEHBER

PRRYISE o iEFLZ Prevention (FERA).

Feynman Conceptual Analogy:
QC (Quality Control - SaET#ES!)

| Inspection

L )
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Feynman Explanation: QC 5i{a2 7%~

FIEEE) o MRKIEFRT » MIDER[E - ExE

iz 7hse Detection (K&:R1).
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[Professor's Note]
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The 5 Measurable Attributes of Software Quality (#x

Size (}R#8): q

L%%EI{JEEJ*:&E 0 Y

Maintainability (RJ4EzETE):
Ease of fixing/updating.
EBENABETNHSE o A

—

Lines of code or function points. j

N

| Reliability (RT5E1%): K|
Mean time between failures.

Lﬁfﬁﬁ%ﬁﬁfﬂ‘%‘%ﬁ’ﬂ AE/] ° P

e B A KRS EE)

| Efficiency (&1Z): Q
Resource usage and performance.
Lﬁﬁiﬂﬁﬁﬁﬂﬁ IRIBRE o A

Security (2 1#): N
> Protection of data/system.

IR ERTFHRE o

-
L

| |[Exam Focus]| \j

Memorize these 5 attributes:
Reliability, Efficiency, Security,
' Maintainability, Size.
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Mapping Characteristics to Attributes (¥ ELE 14RO RI)

Application Architecture Standards (fEFR#E T SMIE4E)
« Multilayer design compliance (Ul vs App Domain vs Infrastructure/Data) Reliabili
» Data access performance e - ('E_.;'aﬁ ;EE'?'
« Coupling Ratios e e n o 4
- Component (or pattern) reuse ratios W e ?ﬁ}ﬁl;catféﬁrchlﬂl;njpr; ;Standards
o e i B “m ictates

Coding Practices (JETUIETTEE) b b Reliability and Maintainability.
» Emor/exception handling (all layers Ul/Logic/data) . _ e R e Security (Fo7ERHRRFEREEET R R).
« |If applicable - compliance with 00 and structured programming practices : T - (T2 )
- Secure controls (access to system functions, access controls to programs) "a_k “;n:’v_. ) f;’
Complexity (Hi#41E) e
» Transaction = o B L
« Algorithms S A N S e Efficiency
« Programming practices (eg use of polymorphism, dynamic instantiation) S 4 (H*]
* Dirty programming (dead code, empty code...) akf‘nﬁ_ Pl

3 L L “ , 4
Documentation (X f¥) 5 ‘w:'f Ty Coding Practices (2x\ iR %)
» Code readability and structuredness /. =3/ Maintainability dictates Security and Reliability.
« Architecture-, program-, - and code-level documentation ratios ,r‘r Y el (ATSEGHTE) (ﬁﬂﬂﬂﬁ“ﬂ!ﬂﬂﬁﬂﬁﬁﬁﬁﬁ]}
* Source code file organization / gl
Portability: Hardware, OS and Software componentand DB | :f*"f H“m
dependency levels (EJ#iii{%) e Size

= e = i tMJ

‘ Technical and Functional Volumes (H: {752 IH5ER) g
= - =
L1815 HR TE (Cause)) » FTAIEEER TR (Effect)) o

[Prufessor's Note
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Deep Dive: Coding Practices & Complexity

(RAFREY #z‘ﬁﬁ%aﬁﬁi?ﬁ%&f‘ )

. . =
bli e Method (int x, int y) {
” Concept Expansion (BE2:) | o ﬁ& ]'E”_ Whionalht i Lol
intb=y;
# 7 BEZIERVEEE (Complexity) » Sl e 7
BN B T BB o - if (a > b)
eLse
If (b > a) *
ClaSS (iﬁﬂ“) ; S4 Elsea =a + 1l; @
is a blueprint for objects. (X85! 2%{48Y 54 , counter = 5;
%} 2 S5 counter = counter + 1 <
/* end-while x/
MEthOd (E}E) : S6 %"eturn counter; <«
is an action the object performs. (%42 e _
MITREN(E) o

= _

_/ Complexity ({§%£Z) . El9BY D1, D2, D3 & RFEERL
(Decision nodes)) - EE GG - BIF#ES Dirty
programming' (IELFEIVME) ¢ Efficiency (34Z) &
Maintainability (PT#EREM) FRERIE o

4
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nglity Assurance Standards (.:'ﬁ';’fé{%%ﬁ*%#)

o 1SO 9000 Family (2 EEER )

* SO 9001:2008: Sets requirements (FIEZER).
» IS0 9004:2009: Focuses on efficiency/effectiveness (FEH R EREE).

4 77 = N\
G ISO/IEC 25000:2005 (SQuaRE) S

Software product Quality Requirements and Evaluation.

I

N (BFNIREEE MmN mBEERETE). >
e AN
IEEE SA 1061
Methodology for Software Quality Metrics spanning the entire lifecycle.

NN (HEZEEmBAANREmREESE) S
J [Exam Focus] E

Match ISO 9001 with “requirements”, and SQuaRE with ISO/IEC 25000.
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- Process Maturity: CMMI Lévels (REFIRRARAEIRINESR)
\ i =1

| @ [Exam Focus]

2

"
|||||||||||
N . .

|

- (R {£1E)
(FrEcE)

Level 4: Quantitatively Managed (E2{6EIE)
- Measured and controlled (EE{EEE3%)

Level 5: Optimizing s Level 5: Optimizing.

The ultimate goal of CMMI

L =l
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The 5 C’s of Quality Planning (4n
-

1T QA/QC A » MASTHIZERTE *

[ AL

/é:nstructible (FTERHEME)
|- Adaptable if design errors |
occur

(ERERI S HHEA
 HUEBRERNEY)

-\._‘
|

Z — \Y
Vi Correct {IEE'E)\
Accurate details
regarding delivery

| 27 oo |

P
Tt

N f Eﬁﬂ{ﬁfﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁz/}

Bt ENAKZOER)

" Consistent (—E91%) \
Follows standards and H 7
\Quideliﬂes (EBEFTREAED) },

i

Includes overall

representation of
requirements

™
That

o

‘/ H7Cumplete (ﬁﬁ@“ _.

| RREEFEERER) |,

5

F

7CIear (;EMITE)

Understandable to developers

and stakeholders

e

(PR % & EBFZRIFE A BEE
Nt i
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Quality Control Activities (saZ k] B E2{TE))
U QC R—EL&BENEEERERTTE

B Step l : Oualitg quntiol Staff 1 Fr 3
& (ERBHREAR) - _1 <% [Exam Focus]
= > = | Verification &

Step 2: Quality Control Reviews : s
| (REES > B2 Constructibility FT@BMES) - Validation (V&V) 3

5> and Testing are
B Step 3: Verification & Validation (V&V) 1 core QC activities.
L (BBaE B TESD - (EIRVE - IESSMEY) - ] L J

r Step 4: Software Control Methods & Testing -3
L GATRESESEERENR)
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Software Testing Stages (Exf&:BIPEER)

—» Acceptance Tests (B&WBGRIES): Goal is to confirm user needs are met;

key tester is the User/Client.

System Tests (R#tAIE): Evaluating the complete, integrated
system (e.g., Performance testing).

Integration Tests (EE&RI5H): Testing combined parts of an
appllcatlc}n to determine if they function tngether cnrrectly

Unit Tests (B 7Till&): Testing individual
cumpunents;’methnds _

poblic class TestStudent extenda TestCase |

private Student studentl = new Student () :
private Student student? = new Stodent():
private Stodent student3 = new Student();

}... | private Student studentd = pew Stodent(): }

private 3tudent studenti = new Student ()

public woid testCasel({) |
ff BS5(a) to be complated
I
public wojd testCased() |
ff B5(k) to ba completaed
I
public vaid testCase3() |
/Ff BS(d) te be complated '

r 1
public wold teatCaseS() { | |
/f BS(e) to be complated ]

=

[Exam Focus]

Testing techniques include
Black-box (focus on
inputs/outputs) and
White-box (focus on
internal code structure).

=

L=

—
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Modern SQA Perspectives (3Rt SQA #i2k - AST Report)

1. Skill is Paramount (3%#fiZ_L)

ARASNREEEREER > FIFE
BEATE TR o

3. Start at Requirements

(R KFIR)

fnE i EFEfE Requirement Level
(FKELR) PFIEEE (E1ERE QA
HIERE) ©

2. Context-Driven (151%& M)

AE A ZRARIBERBIRERT]
i& (fit for the purpose) °

4. Shared Responsibility
(HXREE)
LGRS mEE R ; AR
2 FEIRF Exploratory Testing (1%
AlEt) 2k$% HiFEiERY Bug °




Exam Spotlight: Connecting Theory to Practice (& E 2L #47)

--rFrnmpt Box ﬁ\ ﬁnswer Box \ | FE :
\ oA - Process-orented, || | [Exam Focus]
| Distinguish QA vs. QC. ) SE’TSE? dndé?f;our?:l?’[ ézﬁﬁﬁ)‘ concepts and definitions
i Detection-focused (F&71). i EDJEEL?SHEEM iy
[ Prompt Box N T o N\ Understand the core
2 Rellahlllty (_I'% ) O distinctions between
| List 4 measurable attributes of | ) | Etficiency (35E) : ﬁjﬁﬁfﬁ?ﬁgﬁg‘gﬁlﬂy
Software Quality. Security (Eé‘lﬁ) Control (product)
Maintainability (] %3 activities, and recall
L L) =] fundamental software
\_I_Prnmpt R C}\ P \. | Il;quallty characterlstlcs.-_l
Who is the key tester in ) The End-User / Client
Acceptance Testing? (BimfERE /| ZP)
L i
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The SQA Master Blueprint (4345 : ¥XRGanE ReEES(E])

Standards - | Detection |
(ISO/IEEE) | (Standard) |
i:l —— 1
— — e | S— -
ﬂ i s e —————
CMMI Levels As[ll:ﬁ':;vce SOﬂware Qllallty = ggs::gl ‘I_ | 9 Mea_surable
(QA) (Functional + Structural) | - (ac) || __Attributes

=

L — ‘e
5 C's of Planning o V&V
|

|
' = —d il £

Standards as | Testing Stages
(ISO/IEEE) ~ | (Unit to Acceptance)

Professor’s Final Word
TRIFRMERIE » Z27ER FE—1TENIBZRFEGEH - EE7TE (QA) » ExtgiEE (QC) » RFiZE £ kaVEREE T=6M - |

(True QA starts before the first line of code is written. Master the process, rigorously control the product, and you become an elite software engineer.)
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